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INTERNET SOLUTIONS LTDA. 
 

 
OUR PROFILE 
 
Internet Solutions is a company specialized in providing professional services and integration of 
solutions to prevent, detect and react in Computer Security, providing confidentiality, integrity, 
availability, authentication and non-repudiation in the information of our clients.  
 
Our portfolio offers professional services of quality with first level technological tools. We provide 
implementation and product configuration, vulnerability analysis, security advisory, training, 
monitoring and all the support that guarantees our clients the trust of all the products that we offer. 
 
MISSION 
 
In Internet Solutions we support the organizations in the protection of one of their most important 
actives: The Information. Our labor is to collaborate in the establishment of trustable 
communications based on solid and effective solutions in terms of informatics security. 
 
VISSION 
 
The success in our job is because the results that we obtain with our clients. This brings us the 
possibility to grow in the national market and to have an important recognition. 
 
Based on this, we expect to be, in 2010, the leaders in informatics security solutions in Latin 
America, offering our knowledge, experience and our background as a guarantee in the excellence 
of our services. 
 
 

Four work areas, One target: Protect your Information 
 

 
�  Security Solutions based in Commercial Software 

�  Security Solutions based in OpenSource Software 

�  Information Security Consultory 

�  Training and formation in Information Security 
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ENGINEERS GROUP AND HUMAN RESOURCE 
 
The efficiency in our services is endorsed by an equipment of well trained engineers with 
experience in the different platforms that we offer it services, with international certifications given 
by the software developers. 
 
The knowledge is, for Internet Solutions, its best active. That’s why is so important in the company©s 
projection the formation and the certification of the engineers and it is considered very important, 
today we have the next certifications: 
 

�  The only SANS Local Mentor in Colombia  
�  GIAC Security Essentials Certification GSEC. Global Information Assurance Certification 

(GIAC) Program sponsored by The SANS (SysAdmin, Audit, Network, Security) Institute.  
�  SANS System Forensics, Investigation and Response GCFA. Global Information 

Assurance Certification (GIAC) Program sponsored by The SANS (SysAdmin, Audit, 
Network, Security) Institute.  

�  Certified Information Systems Security Professional. CISSP  
�  Creation and administration of incident respounse equipments of informatic security. 

(CSIRT)l CERT *  
�  Leader Auditor in the British Standar BS-7799-2 *  
�  National Security Agency (NSA) certification *  
�  Check Point Certified Security Administrator. CCSA NG  
�  Check Point Certified Security Expert. CCSE NG  
�  Check Point Certified Security Expert Plus: Enterprise Integration and Troubleshooting. 

CCSE Plus NG  
�  Cisco Certified Network Associate. CCNA  
�  Cisco University Integration Voice, Data and Video.  
�  Trend Micro Validated Technician Level 1  
�  Trend Micro Certified Security Expert Level 2  
�  Trend Micro Integrated Specialist Level 3  
�  Trend Micro Integrated Professional Level 3  
�  Trend Micro Certified Trainer Level Specialist  
�  IBM Certified Professional Server Expert  
�  NetScreen Certified Technician  
�  ISS-Certified Specialist (ISS-CS)  
�  ISS-Certified Expert (ISS-CE)  
�  ISS-Certified Architect (ISS-CA)  
�  Nokia Security Administrator Certification  

 
(*)Based on Strategic Aliances 
 
Actually we have the next certifications in process in 2005: 
 

�  Certified Information Systems Auditor (CISA) (In process)  
�  Certified Information Security Manager (CISM) (In process)  
�  GIAC Certified Firewall Analyst (GCFW) (In process)  
�  GIAC Certified Incident Handler (GCIH) (In process)  
�  GIAC Certified Intrusion Analyst (GCIA) (In process) 
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PRODUCTS  
COMMERCIAL SOFTWARE 

GNU/GPL/BSD License based Software (OpenSource) 
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PRODUCTS  
SOFTWARE COMERCIAL 
 
Our purpose is to offer our clients the best service with technologies of vanguard; that is the reason 
why Internet solutions has made commercial associations (technology partners) with the main 
makers, wholesalers and suppliers of products and/or specialized services. Inside our briefcase we 
have the following solutions (in alphabetical order): 
 

 

Specialist Company in programs of recovery of 
countersigns, eliminated files and software for computer 
forensic solution. 

 

Supplying leader of solutions of security that allows the 
clients to reduce vulnerability risks, to maintain a sure 
communication through the organization and to improve the 
operational effectiveness of the company. 

 

BlueCoat Systems develops devices of Proxy security. They 
provide solutions that allow to the companies to exercise a 
control on the users that access to the intern information of 
the company, this control he/she is carried out through the 
authentication, authorization, registration and report. 

 

Checkpoint is the world leader in perimetral security, 
offering solutions of security in nets for companies in the 
traffic control and administration of IP addresses. These 
solutions assure the dependability of the communications in 
Internet and the resources in the corporate nets.   

 

CipherTrust©s award-winning anti spam and email security 
appliance provides comprehensive email security and spam 
filtering technologies to help organizations fight spam, 
viruses, phishing, denial-of-service, and other email security 
threats. 

 

Citrix Systems is the world leader in solutions of access 
infrastructure for the companies. Through their access 
solutions, the organizations have the possibility to  provide 
a sure and only access point to the applications, as well as 
enterprise information on demand, assuring the user©s 
consistent experience, in any place, at any moment, using 
any device on any connection. 
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F5 is a leader company in administration of traffic of 
applications. The solutions that F5 offers improve the 
security and speed of the servers and of the applications, 
including the management ones, web services, mobile IP 
applications, web pages publications, content distribution, 
electronic trade, storage in cache, firewalls, etc. 

 

Guidance Software is the leader in computer forensic 
solutions and answer solutions to incidents, used by 
government agencies, accepted by numerous judicial courts 
and implemented in private companies to carry out 
computer forensic. 

 

The solutions of security in eBusiness of Entrust are the 
most reliable and profitable option in the development of 
robust business. It is also one of the biggest agents 
worldwide in transactional security, digital signature and 
certification. Entrust makes presence with its products in the 
financial sector, government and private entities. 

 

ISS is the supplying leader of solutions in the protection of 
information systems and the security administration. They 
identify risks of threats in internet, they evaluate and  
provide solutions to detect and to prevent the access of 
intruders in corporate nets and the attacks made against 
on-line actives. 

 

The Juniper/NetScreen solutions integrates several 
technologies of security directed to the prevention and 
intruders© detection, Firewall technologies, VPN and denial 
services control.   

 

The products for the security of nets McAfee are based on 
the first architecture of the sector for the detection and 
prevention of intrusions in real time in intern and public 
nets, as well as tools for the analysis of vulnerabilities and 
computer forensic. 

 

NetIQ is a leader company in providing integral solutions for 
the multiplatform security systems, these are focused 
toward the audit administration, security and detection in 
heterogeneous atmospheres that contribute to improve 
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aspects of security, diminishing threats and risks. 

 

Network General provides software and hardware that it 
includes the Sniffer solutions, which allow the handling of 
complete and high-speed nets, of protocols and traditional 
and wireless nets for all size companies. 

 

Packeteer is a leader manufacturer in systems for the 
infrastructure applications optimization of high performance 
that provides the businesses and the ISPs a new delivery 
control level of the applications through Internet.  Packeteer 
aligns the performance of the applications and the 
resources of network with the business objectives. 

 

RSA Security offers solutions to the organizations for the 
protection of their confidential information and to settle 
identities on line, right and control of safe access of the 
users to the business; whether they are associates of 
confidence, clients or employees. 

 

SafeNet (before Rainbow Technologies) designs and 
develops criptografic hardware based on secure software, 
offering solutions to the needs of security as for broadcast 
of data, communication and authentication. 

 

Secuware is an European software company specialized in 
Windows security. Secuware has a full range of products 
that provide security for all the peripherals in your 
information system. Solutions for the PC and for mobile 
systems integrated with strong cipher. 

 

Trend Micro is a leader global manufacturer specialized in 
solutions of antivirus and security of contents.  The 
solutions and services of antivirus of Trend Micro are 
designed to be integrated with the main firewalls, systems 
of detection of intrusions and other solutions of security that 
conform the business strategy. 

 

VMware is a software manufacturer specialized in products 
that allow the consolidation and particionamiento based on 
virtual machines on environments of high performance.  
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The VMware software is used in business level - of the desk 
PC to the Datacenter - to reduce the total price of the 
property (TCO) of the data processing infrastructure, 
maximizing its flexibility and efficacy through technologies 
of virtualization. 

 

Websense is the software solution that facilitates the 
administration and accesses control to Internet, in which 
refers to the corporate part in order to optimize the 
processes inside the company.  It allows that the business 
supervise and manage the access to internet of its 
employees. 
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PRODUCTS  
GNU/GPL/BSD License based Software (OpenSource) 
 
Our company offers solutions integrated on Linux operating systems (GNU/GPL Licenses), 
OpenBSD, NetBSD, and FreeBSD (BSD-style licenses), all aided under the  Open Source concept , 
they don©t require licence and they are quite safe, flexible, reliable and robust. 
 
• Mail server with web access and POP3 mail clients  
• FIREWALL and NAT 
• DNS Server 
• PROXY-CACHE Server 
• PROXY-CACHE PLUS Server 
• Mail Server PLUS with web access and POP3 mail clients 
• Web Server with or without SSL 
• Autentication and archieve Server 
• STP Server with Web Interface 
• Virtual Private Net (VPN) 
• IRC Server (Chat) with Web Interfase 
• Instant Messaging Server 
• Management, Administration and monitoring Tools 
• DHCP Server 
• Scripts and/or Tape Storage Server 
• Intruder Detection System (IDS) 
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SERVICES  
TECHNICAL SUPPORT 
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SERVICES  
INFORMATION SECURITY CONSULTORY 
 
Actually the informatics security has gotten a great importance because of the changing conditions 
and the new available platforms of computation, situation that brings new threats in the informatics 
systems. 
 
With this new needs, Internet Solutions offers the knowledge of this area, offering different services 
to cover the actual needs and guarantees the five pillars of the secure information: Integrity, 
Confidentiality, Availability, Authentication and Non-repudiation. 
 
Internet Solutions provides integral security solutions that covers all areas, starting with the actual 
situation until the implementation and the development of all levels in the organization, including the 
analysis and the definition that must be implemented at a technical level. 
 

 
 
The start point for an informatics security system is the realization of the diagnose from the actual 
situation, in order to project the solutions for each case. That is the reason why we have designed a 
professional service package toward the informatics security that may cover the next aspects: 
 
• Risk Analysis 
• Vulnerabilities Evaluation 
• Tests  for controlled intrusion and penetration (Ethical Hacking) 
• Security diagnostic 
• Security politics 
• Safe Architectures design 
• Reports and give aways of security alerts 
• Analysis and implementation of the security standards ISO 17799 
• computer Forensic 
• Interventory in Informatics security projects  
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• Analysis of net traffic 
• Physic and logistic security 
• Q.o.S. (Quality of service) 
• Orientation and guide in the acquisition and installation of software solutions to third 
ones. 
 
Our solutions are endorsed by the next methodologies, which are applied in each client, based on 
needs: 
 
OSSTMM (Open Source Testing Methodology Manual) of the Institute for Security and Open 
Methodologies. 
CERT (OCTAVE) 
SKiP (Securing networks Systematically) from CERT 
International Institute for Systems Security Certification Consortium (ISC2) 
MIS Training Institute (MISTI) 
SANS Institute - ISC2 Institute 
ISO 17799-2000 (BS 7799) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



  

                        Internet  
                     Solutions                                                        �
�����  

 
�� � � �� � � �� � 	
 ��� � � �
 � � � ��� � � � �� � � � � ��� �� �� � � � � � 	
 ��� � � �� � � �� � ��

�� � ��� �� �� � �� � �� � � � � �� � ���� �� � � ��� �! " � � �� � �� � �	� �# �� ��$%$&�' ( ) ��* +� � �, � $%- � %�. �/ � ) ��* +� � �, � $%+� � ��
�0� 1 � �� �2 �� ���� � 	� � ( �� �. �� � 
 �� �! � 3 ��� � �

 

SERVICES  
TECHNICAL SUPPORT AND LIFECYCLE MANAGEMENT OF THE 
INFORMATION SECURITY SYSTEMS 
 
The technical support in information security is essential, that’s why Internet Solutions has made 
plans to you so the support will be an added value to you, instead of being a problem, offering an 
efficient way to make a technical support in the less time. 
 
The technical support in a need that will be growing in the same time as the company is in the 
systematized process, in order to know why is a created need, you can solve this need with a better 
technical support. 
 
For the product support and/or services, Internet Solutions allows technical support in office ours for 
the products and services after the signature. The 5X8 or 7X8 support characteristics include: 
 

�  Direct Phone (Cellular, Avantel or permanent) and e-mail access or chat (IRC, MSN, AOL, 
Chat) to the support technical specialists to solve the problem in labor hours and days. 

�  Report, documentation and technical direction of the problem. 
�  Consult to the knowledge bank of the manufacturer 
�  Scaling the problem toward the manufacture 
�  Assignments of a technique in a 4 hour period with the incident register in the Web Ticket 

System of Internet Solutions for its pursuit. 
�  4 Visits in the year at your place in the 5X8 calendar 
�  Internet/VPN on line support 
�  Internet or RAS support 
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SERVICES  
TRAINING AND FORMATION IN INFORMATION SECURITY 
 
With the obtained experience in the security area, Internet Solutions developed security 
management formation, guided to maximize the security concepts and the way in what this aspects 
are used to steal information, as well as the unauthorized access to the private networks with 
private characteristics. 
 
The training programs that we have developed are focused on covering the next areas: 
 

�  Informatics security 
�  VPN`s and Firewalls 
�  Informatics analysis of risk 
�  Security politics 
�  Vulnerability tests (Ethical Hacking) 

 
Additional to this - and with alliances with training institutes recognized worldwide (SANS Institute 
and ISC2), Internet Solutions offers specific courses to apply the next certifications 
 

�  SANS Security Essentials in Local Mentor Modality (GSEC) 
�  SANS Systems Forensics, Investigation and response in a Local Mentor Modality (GCFA) 
�  Certified Information System Security Professional (CISSP) 
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Cra. 11 No. 71-41 Oficina 202 
Edificio Torre Avenida Chile 

Teléfono (PBX): 3120910 
Fax: 3120577 

 
info@internet-solutions.com.co 
www.internet-solutions.com.co 


